For timely identification of the facts of fraud (a bank frod) it is required to carry out the
deep analysis of bank transactions and to reveal those from them which pose real threat
for the credit organization. Thus taking into account that the majority of banks daily make
a huge number of transactions, it is almost impossible to process them in the manual mode
therefore for the solution of an objective it is necessary to use the specialized complexes
allowing to automate process of the analysis of the transactions which are carried out by
bank.
Today practically any Russian bank faces a problem of a frod. In particular growth of
banking institutions which use or start using remote bank service this subject is very actual
for involvement of new clients and development of a new segment of the market. Every
year amount of money which were stolen from customer accounts of bank on the basis of
a method of remote service grows.
One of possible solutions of this problem is use of specialized systems of identification of
roguish operations which example is the decision on the basis of FraudView product. This
decision is already successfully used in the largest American and European banks and
practical experience of its operation proved its efficiency due to prevention of real damage
which could be caused to bank with actions of swindlers.
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A MATHEMATICAL MODEL OF CHOOSING THE OPTIMAL NUMBER OF
PROTECTED BLOCKS OF SOFTWARE MANAGEMENT INFORMATION
SYSTEM
Boychenko O.V., Ermolenko Y.O.
Practice functioning of enterprise information management systems (EMIS) indicates the
presence of a significant number of problems associated with defects in the subsystem
protection of information resources EMIS. This, above all, non-compliant technical
information protection, as well as failure to fully implement methods to protect
information resources subsystem access control and data protection EMIS.
It should be noted that none of the data protection system cannot be considered reliable in
all 100 percent. Therefore, particularly in the name of the password cannot be obvious to
use phrases which are easy to guess. Hacking protection system criminals may exercise, in
particular, by forging public-key remote analysis (not completely) files as well as files
virtual memory, creation of computer viruses or bookmarks.
In addition, the violation of the physical access can allow an unauthorized person to
capture the source file. Cryptographic techniques to protect data only for as long as they
are encrypted, and cannot prevent a violation of security regime, where disclosure could
be text or audio information (this type of attack is easier and cheaper cryptanalysis).
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Thus, the problem of data protection today EMIS is quite urgent, requiring the need for
complex organizational, legal, and hardware and software engineering activities.
However, despite the rather powerful resource potential information security system
EMIS, these problems are sharpened due to a substantial increase in the volume of data
today EMIS, the uncertainty of their formats in scope and time, as well as the use of
various security systems to protect blocks EMIS software that requires further research .
The developed mathematical model allows us to create the conditions to find the optimal
number of protected blocks EMIS software that achieves the greatest effect on the
protection. Marked optimizes the management of information security in the EMIS and
improves the quality of the system to support management decisions in the enterprise.
Keywords: privy, structure of software, management information’s by an enterprise,
mathematical model of depth of setting of passwords.

IDENTIFICATION ALGORITHMS FOR PAYMENT CARDS
Boychenko O.V., Znamenskaya Y.А.
From the very beginning of the introduction of EC became apparent that the cardholder
identification methods used in conventional transactions, are unsatisfactory for the EC
transaction.
In the world of plastic cards with a magnetic strip most reliable way to protect transactions
from fraud is to use the PIN-code to identify the card holder's bank-issuer.
Secret information, which has a card holder is PIN-code, appears a sequence consisting of
4-12 digits, known only to the cardholder and the issuing bank.
However, to date, is a problematic solution to the problem of the broadcasting the PINcode is encrypted using an asymmetric cryptographic algorithm, a PIN-code is encrypted
on a symmetric encryption algorithm technology standard Hardware Security Module.
There are other, non-classical decision on the use of PIN-code. For example, it is possible
for a computer to encrypt cardholder's PIN-code and some dynamically changing from
transaction to transaction data on key known only to the issuer and the cardholder.
Such an approach would require solving the problem of the distribution of secret keys,
which is a very difficult task that makes sense for other, more effective, compared with
the PIN-code verification, identification methods cardholder.
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